DOCID 4165204
NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE
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12 September 2008

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT:  (U//FOYOY Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

(U//FeH8) Except as previously reported to you or the President, or otherwise stated in
the enclosure, we have no reason to believe that any intelligence activities of the National Security
Agency during the quarter ending 30 June 2008 were unlawful or contrary to Executive Order or

Presidential Directive and thus should have been reported pursuant to Section 1.7.(d) of Executive
Order 12333,

(U/AFGTOT The Inspector General and the General Counsel continue to exercise oversi ight
of Agency activities by inspections, surveys, training, review of directives and guidelines, and
advice and counsel. These activities and other data requested by the Board or members of the staff
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure.
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VI TOT. POTLNLA
General Counsel

(U//EGQEST 1 concur in the report of the Inspector General and the General Counsel and

hereby make it our combined report.
”9& /

KF {B ALEXANDER
Lieutenant General, U. S. Army
Director, NSA/Chief, CSS

Encl:
Quarterly Report
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1. (U//FOUOT intelligence, counterintelligence, and intelligence-related activities

that violate law, regulation, or policy substantiated during the quarter, as well as
actions taken as a result of the violations.

. P S(b) (1)
(U) Intelligence Activities 7 b) (3)-P.L. 86-36

TS REETFOUSATVED Umntent:onal collection against United States
persons. This quarter, there were Dlnsl‘mces in which Signals Intelligence (SIGINT) analysts

inadvertently collected communications to, from, or about U. S. persons while pursuing foreign

intelligence tasking. All intercepts and reports have been deleted or destroyed as rcquifcd by
United States SIGINT Directive (USSID) SP0018.

th) (1)
h) (1) (b) (3)-P.L. 86-36
Y1 (U) Unauthorized Targeting (b) {3)-P.L. 86-36 (b)(3)-18 USC 798 .
Eb; 231 P L “86=36 (b) (3)= 50 UsCc 3024 (1) (b) {3)-50 USC 3024 (i)

-(-I-S#H#HF-)-AH N%Ar’(‘ SS anaiyst tasked the telephonc numbers associated with a U.S,

| [without verifying that consent for
u)lle(,tmn had bccn given by thc pcrqon and.approved by DIRNSA. The selectors, on coverage

fromi| - | were detasked. I:lmtercepts were purged
from data TGpObitOrlC‘?l |whcn the mistake was found during a target review.
—ESHSTANTY

by (1))

SHUSTANEY (b) (3)-P.L. 86-36
Jan NSA/CSS| Iana!yst tar y:tbd a foreign person in

the United States without Attorney General authorization. She learned that a person tied to the
| |was in the United States and was suspected to have planned an
‘operation to take place| | Thinking only of the urgency and not ihe
© target's location, the analyst queried an NSA database for information without seekmg b
' authorization to tarf:ct the individual. No results were returned. The incident was found by thc
analyst's audltor and the analyst was counseled and received remedial trammg

-(-I-S#S-lﬁNF‘)'An oversight resulted in the continued targeting of a U.S. person d%tcz his comenl
to monitoring expired. |

e
| | Although the consent expired cml |
NSA/CSS analysts did not remove the selector from collection unt11| | There were |
1nterc,cpt'§ that were purged from NSA ddtdbd‘s(.%

-QS#S-]#N-P-) An NSA/CSS analyst ta‘;kcd collection on a U. S. person before receiving Attorney
* General authorization on |:| The analyst wrongly believed that authorization had

been received. . The unauthonzcd ac,tum rf.su!tcd in the intercept of| |
(b) 1) T ——
[E— “BY(3)-P.L. 86—36 "(b} (1)
(b) (1) (b) (3)-P.L. 86-36
(b) (3)-P.L. 86-36 (b) (3)-18 USC 798
(b) (3)-18 USC 798

(b) (3)-50 USC 3024 (1) Derived From: NSA/CSSM 1-52

Dated: 20070108

Declassify On: 20320108
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b) (1) —TOPSECRET/COMINTAROTORN-
(bQ(B}—P.L. 86-36 '

belwceﬁl ) | All collected data was purged when the violation was
discovcrcq |and no reports were issued on the data.

(U) Computer Network Exploitation (CNE)

{b) (1}

(b} {(3)-P.L. 86-36

(b) {3)=18 USC 798
{b)(3}—50nUSC 3024 (1)
~FSHSHAREFO-HSA—VEYY) |

(U) Database Queries

Fo)(1)
(b) (3y-B.L. 86-36
: H5As There werelZlmqtames of umntcntlondl collection resulting
from poorly constructed database queries. All results were deleted from thcl |

| Fystcm

(b)(s)—P L. 86-36 -

- TSHSTAND OnDoccqmons targets mltraily thou g,ht to be Tegitimate and foreig en were found
to-hold U.S. citizenship. | |NSA terminated tarbetmg,l |
when th relayed that the target held a U.S. passport. Coilecuon was purged from
databases, and[__Jreports were cancelled. | ~|selector was not detasked

when U.S. person status was suspected. The detasking failure resulted leImtcrc,cpts

between| L when the selectors were positively linked to an
I

| The selectors were dt:td‘-kcd

COlI CCtion was purng ..............................
vetting inadvertent collection. R

S HSHANE]

{b) (3)-P.L. 86-36

I |NSA1CSS ana]ysts tar‘g,tad U.S. persons.
| | the analyst searched for a U.S. __Jataw traffic database because he

did not realize that the] |was owned by aU.S. company. | |
the analyst did not follow research procedures, which required him to check] |

occurred when another analyst failed to review| |

| Queries were terminated, and results were not retained.

mistakes were tound during the auditing and oversight functions, and the analysts were retrained
on search procedures. (b)(3)-P.L. 86-36

—FSHSHAECollection transcription|

|1‘evcalcd that a
|

was used by a U.S. Government employee on] | Thetr anscrlpt notcd a
conversation between two U.S. Government cmployecs When NSA/CSS leamned of the
incidental collection; mmlmudtlon ploccdm es-were applied as directed by the USSID SP{)(H&

(b) (1
(b)(l) (b)(3)—P.L. 86-36
e

{(b) (3)-50 USC 3024 (1)
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—FOP-SECRETFACOMBNTANOTORN

—SHSHAREEFOBSA )| la valid foreign target

the United States. Tasking was terminated, and collection was purgcd from NSA databases. No
reports were issued.

o “b) (1)
- i _ (b)(3) -P.L. 86-36
(U) Detasking Delays e y R ._

W |tht. United States on
| |selcc tors attributed fo a target were detasked on | I however |:|

| Hid not dcta‘-“.k| Research is ongomg, to isolate the cause of the
problem, | | The intercept associated with ihel |
I |1he United States was purged from NSA ddtdbaSCSl I ®) (
" (b} (3} P.L. 86-36
"(bg 1), (U#F-e{-}e-)- Foreign Intelligence Surveillance Court (FISC)- Auihonzed Coilection(b) (3} -50 USC 3024 (i)

(b) (3)= P T 86 36

an NSA/CSS analyst discovered a PISC authorized scleutor
|had not been removed from tasking

&bSOleth w1th a foreig gl|
|

Pursuant to thc FISC ordcr, delaskiﬁ}:l | However, a problem

with the collection system prevented the execution of the action. When the

system problem was rectified| a review of target selectors was conducted: I:l
additional selectors affected by the system problem were removed from tasking.

—SHSHRE O ISATFYEYY-Unintentional dissemination of U.S. identities. There
were[_Jinstances in which SIGINT analysts disseminated communications to, from, or about

U.S. persons while pursuing foreign intelligence tasking this quarter. All data have been deleted
or destroyed as required by USSID SP0018. (b) (1)
(b) (3)-P.L. 86-36

—SHSHREETOUSATTYEYY During this quarter, DSIG[NT products were cancelled because

they contained the identities of U.S. persons, organizations, or entities. In all instances, the

)41 reports were either not reissued or were reissued with proper minimization.
(b)3) -PiLiw-86-36

-(-‘}#N-F-)l — linformation about a U.S. person was posted on INTELINK, which is a

classified and hlgjh!y secure intranet used by the U.S. Intelligence Community. A graphic
containing a U.S. address was posted 1

1dcntiﬁcd and corrected.

|whcn the mistake was

during a review of intercept| | an
NSA/CSS analyst dlScovcrefi that *thcl from a legitimate foreign %t% B L 86-38
}n the United States from] || fwas notified and

[ - S g (b)(3)-18 USC 798
- destroyed the| |mtcrcepts for thc timeframe thc target was in the United States. (b)(3)-50 USC 3024(i)

_f (Uff-l—e’dﬁ‘)'Dlssemmation of Forelgn lntelhgence Surveillance Court (FISC)-Authorized
f Collectlon _ .

-(IS#S-I#P.—I-—H |an NSA/CSS analyst tipped information on .
= a |1ntcrcep{s to other SIGI\JT analysts using a u}mmumcatum

B ISRET
(b) (1) (b) (3)-P.L. 86-36
() (3)-F.L.. 86-36 —FOP-SRERFFHCONHINEANORORN— (b) (3)-50 USC 3024(1)
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‘ : o)
FOP-SECRTT/COMINT/ATOTORN (b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

tool that was not authorized as a dissemination tool fod:|data beaduqc the chat tool does
not have the ability to track U.S. person information. When recognized the data'was
deleted. Although not a violation of the FISA and related authorities, the practice does not
provide an audit trail of the U.S. person information passed to others within the SIGIN’ T
?rodu.n,llon (,hd! n.-The process for using the chat tool was amended| |

“(b) (3)-P.L. 86-36

—F5+#5HA The identity of a U.S. person was not masked| | when a file on a
FISC-authorized targeq The
analyst recognized the oversight, deleted the file and notified NSA. The NSA/CSS dndiyqfs
associated with the violation were retrained on FISA minimization. (b) (1)
(b) (3)-P.L. 86-36
(U) The Protect America Act of 2007 (PAA) ) (L) (b) (3)-50 USC 3024 (1)

' (B).(3)-P.L. 86-36
—(-S#SHJ-F-)-OnDoccasmns NSA/CSS analysts did ot purge PAA-related collection from

NSA databases in a timely manner. | an cmznl selector of a legitimate foreign
target was detasked because| - L 5 | Although
the database purging bega[’l ____Jeollection from the| atabases was not
removed untii! - |, another targct selector was detasked, but the
purging of atabases was not completed um11| | Lastly, a
target selector was dctasked but the data was not completely purged from th databases
until
th) (1)
(U) Counterintelligence Activities (b) (3)-P.L. 86-36

{b).(3}-50 USC 3024 (1)
(U) Nothing to report.

(U) Intelligence-related Activities

SHSTAERY I

<SSR HSAT VY- Although not violations of E.O. 12333 and related directives,

NSA/CSS reports instances in which database access was not terminated when the need for
access was no-longer required. :lacccss to FISA data was not terminated when the

NSA/CSS employees transferred or forward-deployed to locations in| fand
| |1 [occasions, access to PAA data was 1ot terminated when NSA/CSS analysts
deployed t0| | | Once identified, accesses were revoked.

"'E'b") (1)
(b) (3)-P.L. 86-36

p— .
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(U) Destruction Delays

P | ﬁ-nadyc_r_t_cnt intercepts collected froml I-werc purged

| put the analyst forgot to | The NSA analysis and
production staff found the oversight at - which time the collection was ducu,d The

analyst reviewed the procedures for purging collection to lessén the possibility
a retention violation.

' 'rccurrenc,t, of
b) (1)
b) (3)-P.L. 86-36

— e D(yccamons NS M’CSS analybts d]d not purge ntentional collection from
NSA databases in a timely manner. | _ | an emar! sclchor for a 1eg1t1mdtc
foreign target was detasked on | L - _fin the United Slater.. i
Co]]ecllon was not removcd from ﬂ’lt.,l |data reposltones until| - ]

1 | the selector for a different target was detasked on

| |but collc,ctlon was not purged from the:ldatabdsm until | |

2. (U/fFY6) NSA/CSS OIG Intelligence Oversight Inspections, Investigations,
and Special Studies.

(U/A6T0) During this quarter, the Office of Inspector General reviewed various intelligence
activities of the NSA/CSS to determine whether they had been conducted in accordance with
applicable statutes, Executive Orders, Attorney General procedures, and Department of Defense
and internal directives. With few exceptions, the problems uncovered were routine and showed
that operating elements understand the restrictions on NSA/CSS activities.

(U/AFeH0) NSA/CSS Hawaii. The inspection found non-compliance in the completion of
initial and annual refresher intelligence oversight training and the database to track training
for those with access to SIGINT databases and their auditors was not accurate. In a future report,
the NSA/CSS Inspector General will update actions taken by NSA/CSS Hawaii to correct the

inspection findings. A highlight of the inspection was the] |database and Standard
Operating Procedure (SOP) developed by | Isection.
The SOP has reduced the detasking time from| [minutes and has helpcd prevmt

collection violations. “(b) (3)-P.L. 86-36

(U//F656) NSA/CSS Colorado. The inspection found non-compliance in the completion of
initial and annual refresher intelligence oversight training. NSA/CSS Colorado lacked a process
to track training for employees with access to NSA databases and had no processes to update the
data. Operations employees displayed a good understanding of the intelligence oversi ight
authorities in relation to collection, minimization and dissemination.

3. (U) Substantive Changes to the NSA/CSS Inteliigence Oversight Program.

(U) Nothing to report.

=is al
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4. (U) Changes to NSA/CSS published directives or policies concerning

intelligence, counterintelligence, or intelligence-related activities and the reason
for the changes.

(U) Nothing to report.

5. (U) Procedures governing the activities of Department of Defense (DoD)
intelligence components that affect U.S. persons (DoD Directive 5240.1-R,
Procedure 15) Inquiries or Matters Related to Intelligence Oversight Programs.

(U) Nothing to report.
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